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In this edition of North East Crime Alert 

 

We look at the support being offered to retailers across the 

North East as they approach their busiest time of year. 

 

Sergeant Keith Jack from the Scottish Business Resilience Centre 

discusses crime prevention advice for business. 

 

The NCSC shares some top advice throughout this issue on 

how to avoid shopping scams this Christmas. 

 

PC Mark Irvine looks at how to keep your home safe during the 

darker nights as well as looking at how to stay safe when out 

partying during the festive season. 

 

As well as a regular round-up of crime in the North East. 

 

 

From the latest frauds and scams, to general security  

measures, each issue will bring you advice on how to  

keep your property safe.  

 

Crime across Scotland is increasing and criminals  

are using ever more sophisticated methods. By working in 

partnership we can make our communities a safer place to  

live and work. 

Welcome to the November edition of North East Crime Alert.  

 

A bi-monthly bulletin produced by the Police Scotland North 

East Division Crime Reduction Team aimed at keeping you  

up to date with what’s happening in our community.  

Keeping Communities in the North East Safe 

November-December 2022 



 

Police offer prevention advice and guidance  

to local businesses in the North East Scotland 



As part of the initiative a new retail crime guide 

has been designed to help staff identify some  

of the methods used by shoplifters along with  

prevention advice and guidance on personal  

safety. A list of support agencies and foodbanks 

in the North East also forms part of the new guide. 

 

Local community officers, the Crime Reduction 

Team and the City Centre Problem Solving Team 

will deliver the guide to retailers across the North 

East along with the offer of specialist training  

for staff. 

 

In support of the initiative, the Scottish Business 

Resilience Centre delivered an online Retail 

Crime prevention session open to all retailers in 

the North East. 

 

Inspector Claire Smith, Partnerships, Preventions 

and Interventions Inspector said: ‘As retailers  

prepare for their busiest time of year our officers 

will be visiting staff across the North East between 

now and Christmas offering advice on how to 

tackle retail crime, recognising the methods used 

by shoplifters along with advice on how to deal 

with confrontation.  

 

‘We recognise that the cost of living crisis is  

hitting families hard across Scotland and the 

North East and that some people may consider 

resorting to shoplifting. For those who feel they  

are struggling, there is a range of assistance  

and support available included as part of our  

campaign.’ 

 

Sergeant Keith Jack from the Scottish Business 

Resilience Centre said: ‘Police Scotland is  

committed to tackling retail crime across Scotland. 

Whilst pursuing the criminals who commit  

shoplifting, supporting retailers and the victims  

of crime is a priority.  

 

‘The importance of preventing shoplifting  

from occurring in the first instance cannot be  

overstated. The North East Retail Crime Initiative 

aims to proactively engage with our retailers,  

delivering critical prevention messaging and  

safety advice.’ 

 

 

 

The National Business Crime Centre has 

commissioned a series of videos designed 

as a training aid for those working in the  

retail sector to empower employees in the 

areas of personal safety and de-escalation, 

saying no - refusing service, deterring and 

interacting with thieves and handling  

disruptive behaviour.  

 

https://nbcc.police.uk/business-support/

shopworker-videos  

 

 

If you would like a copy of the North East Retail 

Crime Prevention Guide please email  

NorthEastCrimeReduction@scotland.police.uk 

In the run up to Christmas, 

police in the North East have 

launched a new retail crime 

initiative to help support local 

businesses. 



Staying safe online doesn't have to mean complicated P3s5w0rds!  

 

@CyberAwareGov recommends using Three Random Words to create a  

memorable password that's strong and separate from your other accounts.  

Learn more: https://cyberaware.gov.uk/  

#FraudFreeXmas  



We all worry about becoming the victims of a 

crime, and businesses are no different.  

Traders face challenging times at the moment, 

and losing stock to theft or staff being abused 

whilst doing their job is an added pressure we 

could all do without. Over the past few weeks, the 

Police Business Resilience Team at the Scottish 

Business Resilience Centre has carried out 

several ‘Days of Action’ in various towns across 

Scotland. We have visited over 200 businesses, 

spoken to over 300 people, enjoying some 

insightful conversations.  

 

Look after your staff, they are the beating heart  

of every business, and they have their own 

concerns at the moment during the cost of living 

crisis. As well as selling products they do an 

amazing job of supporting some of our most 

vulnerable residents in the community. Often  

a visit to the shops is the only human contact 

people have; being able to share a concern or  

a laugh is so important.  

Scottish Business Resilience Centre 

The Scottish Business Resilience Centre (SBRC) work in partnership to protect people, places and processes and are 

constantly looking at new ways to keep businesses free from risk. 

SBRC provide a comprehensive range of cyber security services that help businesses assess, build and manage their cyber 

security capabilities, and respond to incidents and crises.  

www.sbrcentre.co.uk 

Sergeant Keith Jack, SBRC Police 

Business Resilience Team has issued 

the following advice on business crime 

prevention. 

 Conduct a risk assessment. This will look at 

the threats the organisation might face and 

how likely they are.  

 

 If you are expanding, consider security from 

the planning stage. It will be cheaper and more 

effective than adding measures later. 

 

 Make security awareness a part of the 

organisation’s culture. Ensure staff are kept 

informed, and security standards are fully 

supported at a senior level. 

 

 Make sure there is good housekeeping 

throughout the premises. Keep public areas 

tidy and well-lit. Remove unnecessary furniture 

and keep garden areas clear. 

 

 Keep access points to a minimum. Issue staff 

and visitors with passes. Do not allow 

unauthorised vehicles close to the building. 

 Install security such as locks, alarms, CCTV 

surveillance, complementary lighting and 

glazing protection. 

 

 Have mail-handling procedures. Set up a 

mailroom away from the main premises.  

 

 When recruiting staff or contractors, check 

their identities and follow up on their 

references. 

 

 Look at how best to protect information. Take 

proper IT security precautions. Ensure there 

are provisions to get rid of confidential waste. 

 

 Plan and rehearse business continuity. Have 

plans to deal with incidents. Make sure that 

key business areas can continue when there 

are disruptions.. 

https://www.sbrcentre.co.uk/


Pay securely this festive season 
 

If you have a credit card – use it. If the worst happens, your credit card  

provider is obliged to help. Use payment platforms like PayPal, Google  

or Apple Pay where possible. 

Learn more: www.ncsc.gov.uk/guidance/shopping-online-securely  

#FraudFreeXmas  



We are fast approaching the time of year when 

we will begin to receive emails from online 

stores and other retailers advertising deals for 

all sorts of products. This mainly due in part 

because we have ‘opted to receive 

notifications’ from them. 

 

However, in amongst this influx of genuine emails, 

there will most likely be the scam emails, the fake 

ones, sent out in huge numbers by cyber criminals 

wanting to scam us. 

 

November marks the starting point for many 

people to begin festive shopping and as much as 

we are preparing and looking at online deals, be 

in no doubt that the scammers are prepared with 

a mix of scams. 

 

These scams will include phishing emails and 

texts with links to dodgy websites and to cheap 

‘too good to be true deals’ and last minute offers 

on limited stock, perhaps with a sales pressure 

message ‘10 people have purchased this item in 

the last five minutes’ all in an attempt to scam you 

of your money. 

 

Of course, not all messages are bad, but if 

something doesn't feel right, if you have that 

element of doubt as to the authenticity of the 

email, text or website, follow the NCSC guidance 

on dealing with suspicious emails and text 

messages: 

 

It is also extremely important to do your research 

and to ensure the retailer you are dealing with is 

genuine or not. If you're unsure, don't use the link 

provided in the email or text, but search a website 

address yourself. Reputable retailers will have 

many consumer reviews, read these reviews as 

they will help you make your decision to either 

deal with that retailer or not. 

 

You should also consider your online payment 

method. Most credit card providers protect online 

purchases and by using a credit card rather than a 

debit card means that if your payment details are 

stolen, your main bank account won’t be directly 

affected. 

 

 

The NCSC have provided excellent guidance 

to support your Shopping online securely -

NCSC.GOV.UK 

 

Received an email which you’re not quite sure 

about, forward it to the Suspicious Email 

Reporting Service (SERS) at 

report@phishing.gov.uk 

 

If you've received a suspicious text message, 

forward it to 7726. It won't cost you anything, 

and allows your provider to investigate the 

text and take action (if found to be a scam). 

authentication 
[ aw-then-ti-key-shuhn ] 

 

 Noun 

  The process of determining if someone (or something)  

  is who (or what) it claims to be 



Check before you buy 
 

@CyberAwareGov recommends researching online retailers, particularly if you 

haven’t bought from them before, to check they’re the real deal.  

Learn more: www.ncsc.gov.uk/guidance/shopping-online-securely  

#FraudFreeXmas  



Festive Safety 
By PC Mark Irvine  

North East Crime Reduction Team 

 

 

 

 

Whether you're staying home this Christmas,  

or heading out to party with friends, we’ve looked at ways  

to make sure you stay safe during the festive season 



During the winter months houses can 

give the appearance of being empty 

due to the lack of lights. Darker nights 

offer less chance of being seen and 

valuable presents inside could make 

your home a prime target for thieves. 
 

Proper use of timer switches for your home gives 

the impression that someone is in. Place timers in 

different rooms, having them activate at different 

times. Smart plugs are more expensive but have 

the benefit of easily changing times via your 

smartphone even whilst away.  

 

Don't leave any opportunity for a thief to enter. 

Always remove the key from windows and doors, 

particularly where there is glazing nearby. 

 

Good lighting around the outside of your home is 

important. It increases the opportunity of criminals 

being seen. If you have existing lighting make 

sure it is working properly and change any faulty 

bulbs.  

 

Approaching Christmas, don’t leave gifts in view 

of the windows and keep cash at home to a 

minimum. 

 

If you are going away for Christmas, don’t 

advertise it on social media. Criminals commonly 

use Facebook, Twitter and other social media 

platforms to find out if a house is empty. 

 

Party Safe 

 

Plan your Christmas night out and stick with 

friends. Make sure your mobile is fully charged 

and remember to take it with you. 

 

Try and keep within a group. Keeping with a 

number of people will leave you less vulnerable 

and will mean that friends can also keep an eye 

on you and vice versa. Take care of each other 

and make sure you all get home safely.  

 

Keep your property safe – Never leave your bags 

and mobile phones unattended. Keep all 

valuables like phones, wallets and purses in 

zipped pockets or bags. Stay alert at cash 

machines, be aware of who’s behind you and 

keep money and your PIN out of view. 

 

Book a Taxi or a lift. Think about how you’ll get 

home. Pre-book a taxi from a licensed company 

or arrange for a friend or family member to pick 

you up. Organising a lift home or booking a taxi 

before going out over Christmas will ensure that 

you get home safely and are not putting yourself 

in a position where you do not recognise the hire 

company, driver or area, especially if you are out-

of-town.  

 

Keep in the spotlight. If you cannot stay in a group 

for the whole night always try to stick to public 

areas so that people are aware of you and avoid 

unlit areas or isolated short cuts.  

Stay safe whatever you are  

up to this festive season 

Festive Safety 
By PC Mark Irvine 



2-Step Verification 
 

Double up on protecting your account security.  

2-Step Verification gives you twice the protection so even if cyber criminals have 

your password they can't access your account. 

Learn more: https://cyberaware.gov.uk/  

#FraudFreeXmas  



‘Check a website’ is an easy-to-use 

online tool which helps you to 

determine whether a website is 

likely to be legitimate or a scam…

before you visit it.  
 
Simply type in the address of the website you want to check, and 

your results will appear within seconds. 

 

 

https://www.getsafeonline.org/checkawebsite/ 

 

 
 

 

Provided in the UK by Get Safe Online in conjunction with Cifas, ScamAdviser  

and other partners, it cleverly uses an algorithm to provide a trust score based on more 

than 40 data sources as well as thousands of reports of malicious websites from law 

enforcement agencies, regulators and consumer brands every week. 

 

https://check.getsafeonline.org/
https://www.getsafeonline.org/checkawebsite/




PC Allen Paul from the 

Scottish Business Resilience 

Centre explains the benefits 

of signing up to Construction 

Watch Scotland 

In response to the large number of construction 

projects of all sizes across Scotland, and the 

associated criminality that these sites attract, 

Police Scotland, in partnership with 

Neighbourhood Watch Scotland, have launched a 

national ‘Construction Watch Scotland’ initiative.   

  

The aim of this initiative is to encourage all those 

in the construction sector to sign up to the scheme 

to receive alerts regarding any thefts that have 

occurred across the country.   

 

  

The benefits of signing up to receive  

Constriction Watch ALERTS - 

 

Be aware of incidents that could potentially 

affecting their business or their site.  

 

Target harden sites in response to current  

and emerging trends.  

 

Target harden assets and equipment in 

response to current and emerging trends.  

 

Learn about new Police approved  

‘Secured By Design’ products. 

 

 

Construction Watch Scotland has been devised in 

partnership by Police Scotland, The Scottish 

Business Resilience Centre and Neighbourhood 

Watch Scotland following an increase in the theft 

of plant equipment, tools and stored fuel. It is also 

being supported by Secured by Design and 

Crimestoppers.  

 

The new ALERT platform seeks to enhance 

awareness between construction and trade 

industries, as well as police, to ensure intelligence 

relating to criminal or suspicious activity at one 

location is quickly provided to others along with 

prevention advice. 

 

It also will help inform communities living within or 

next to these areas. 

 

Similar ALERT platforms are already in place to 

tackle other forms of acquisitive crime as part of 

Rural Watch Scotland and Neighbourhood Watch 

Scotland. 

 

Inspector Alan Dron from the National Rural & 

Acquisitive Crime Unit said:  

 

‘We know that plant equipment, tools and fuel 

stores are often an attractive target for criminals, 

as they are of high value when selling on. Often 

site or vehicle security is breached during hours of 

darkness when there are very few potential 

witnesses, making it easier to make off with these 

items. 

 

‘The Construction Watch Scotland scheme allows 

those who are signed up to quickly be advised of 

offences or suspicious activity in their area, while 

recommending specific prevention measures that 

could be taken.’ 

 

 

Sign up by visiting 

www.constructionwatchscotland.co.uk 



What’s happening in Aberdeenshire 

Fraserburgh 

Two men and one woman have been arrested 

and charged as a result of a County Lines drugs 

operation in Peterhead and Merseyside.  

On Wednesday 2 November Police Scotland 

Officers carried out a search of an address in 

Peterhead. Drugs believed to be Cocaine and 

Diamorphine with an estimated street value of 

almost five thousands pounds were recovered.  

A 37-year-old woman and a 39-year-old man were 

arrested and charged in connection with the 

recovery. A further address was searched under 

warrant in Merseyside, where a 27-year-old man 

was arrested and charged in connection with 

drugs offences.  

 

Insch 

Officers in Insch are appealing for information in 

relation to vandalism at Insch.  Between 3pm on 

Friday 4 November and 7am on Thursday  

10 November 2022 damage was caused to a 

recently repaired gate at Insch Primary School, 

Alexander Street, Insch. If you have any 

information in relation to this incident you can 

contact Police on 101 or using the ‘Contact Us’ 

form on the Police Scotland website quoting Ref : 

PS-20221115-1166. 

 

Kemnay 

Following a crash involving a school bus on the 

B994 near Kemnay that happened around 8.15am 

on Friday, 4 November, we can confirm that a  

37-year-old man has been arrested and charged 

in connection with road traffic offences. He was 

released on an undertaking to appear in court at a 

later date and a report has been sent to the 

Procurator Fiscal. 

 

Banchory 

Officers in Deeside are appealing for information 

in relation to damage caused recently to one of 

the greens at Inchmarlo Golf Course, Banchory.  

Between 5pm on Saturday 12 November and 9am 

on Sunday 13 November 2022, the area near to 

the 9th hole was vandalised causing damage to 

the grass. If you have any information in relation 

to this incident you can contact Police quoting Ref 

CR/0090432/22 

 

Inverurie 

Police Scotland can confirm that a man has been 

arrested and charged following the recovery of 

Class A drugs valued at around £45,000.  

Community policing officers stopped a black BMW 

5 series on the A96 near Inverurie around 12pm 

on Tuesday 11 October 2022. As a result, a 

quantity of cocaine and heroin were recovered 

from the vehicle. 

 

Inspector Gareth Hannan said: ‘I would like to 

commend the excellent work of our community 

officers who carried out this stop. It shows that 

criminals may try to evade us, but we will use 

every tool and tactic at our disposal to remove 

illegal drugs from our communities.’ 

 



Fordoun 

Detectives in Aberdeenshire are appealing for 

information following break-ins to properties in the 

Stonehaven and Fordoun areas on Saturday 8 

October 2022. The first incident took place on 

Princess Road, Stonehaven, between 6pm and 

7.45pm. The second happened on Tochhill Road, 

Fordoun, between 7.30pm and 9.30pm.  

 

Detective Constable Jake Balderson said: ‘We are 

treating these two break-ins as linked at this time 

and are asking for anyone with potential 

information to come forward. We are keen to hear 

from members of the community who may have 

seen anything suspicious in the Princess Road 

and Tochhill Road areas, or motorists who may 

have dash cam footage from nearby.’ 

 

If you believe you can assist our enquiries into 

these incidents, please call police on 101, quoting 

reference number 3228 of 8 October, 2022.” 

 

 

 

 

 

 

 

 

 

 

 

 

Crypto Fraud Arrests 
 

 

Police Scotland has arrested and charged a man 

in relation to crypto-fraud following an 

investigation which spanned areas in Scotland 

and England. On Wednesday 19 October 2022 

North East Division’s Cyber Enabled Crime Team, 

assisted by West Yorkshire Police, executed a 

search warrant at a property in Halifax. Officers 

arrested a 22-year-old man and he was charged 

in relation to crypto-fraud. A report will be 

submitted to the Procurator Fiscal and he is 

expected to appear in court at a later date. This 

follows an incident where a 30-year-old man was 

defrauded of a five figure sum of money in 

Inverurie. 

 

Detective Inspector Martyn Thomson, of the 

Divisional Cyber Enabled Crime Team, North East 

Division, said: ‘Criminals go to great lengths to 

manipulate and exploit the most vulnerable within 

our communities by using any means necessary. 

However, by working alongside partners across 

the UK, we aim to disrupt such criminality to 

protect our communities.  We treat all reports of 

cyber fraud with the utmost seriousness and use 

all resources to tackle the issue. I would urge 

anyone who thinks they may have been the victim 

of fraud to contact their bank or financial provider 

and to report the matter to Police Scotland  

on 101.’ 



What’s happening in Moray 

Elgin 

A 38-year-old man has been arrested and 

charged in connection with a wilful fire-raising. 

The incident occurred around 1.40am on 

Wednesday 26 October 2022 in North Street, 

Bishopmill, Elgin.  

 

North East Crime Reduction Officers attended 

@UHIMoray Fresher’s Fayre in Elgin on 27th 

September 2022. It was great engaging with the 

students on a number of topics, including 

personal safety, internet safety, Hate Crime and 

how to report it. We wish the students the best of 

luck with their studies. 

 

 

Lhanbryde 

Officers from Moray are appealing for witnesses 

following a theft from a shed on Robertson Road, 

Lhanbryde, Moray. The break-in took place 

between 6pm on Sunday 2 October 2022 and 

8.30 am on Monday 3 October 2022. Items stolen 

included a Stihl petrol chainsaw with blue handle, 

numerous fishing rods and fishing accessories 

and a Husqvarna chainsaw with yellow handle. 

 

Keith 

Police are appealing for witnesses and asking all 

heating oil users to be vigilant following the theft 

of approximately 600 litres of heating fuel. The 

fuel was taken from a tank located within a garden 

of a house in Drummuir, Keith sometime between 

Monday 26 September 2022 and Thursday 29 

September 2022.    

 

Hare Coursing 

Farmers and those living in rural areas are asked 

to be vigilant following recent reports of Hare 

coursing in Moray and Aberdeenshire. Hare 

coursing is the deliberate hunting of hares with 

dogs and has been banned in Scotland since 

2002. Hare coursing is a criminal offence and 

permission of the landowner is irrelevant. Hare 

Coursing occurs all year round however is most 

prevalent between August and April when crops 

are cut short, enabling dogs and their handlers 

the ability to observe the hares. Hares are hunted 

using dogs, causing a cruel and painful death and 

damaging rural environments and economies. 

Hare coursers will often travel large distances to 

carry out this illegal act, meaning there are usually 

vehicles involved, or parked close by. 

 

North East Crime Reduction Officer, PC Russell 

said ‘Farmers and people living in rural areas 

have a vital role in helping us gather intelligence 

and stopping illegal hare coursing. I would ask 

them to contact Police at the time and provide, 

where possible, the exact location of the hare 

coursing activity, a description of the dogs used 

and activities observed, and the make, model and 

registration number of the vehicles involved. Do 

not approach or engage with them. Those 

involved are often involved in other criminality and 

whilst involved in this activity can often cause 

damage to crops, fences and gates by vehicles 

gaining entry to the fields.’ 

 

 

 



What’s happening in Aberdeen 

Drugs Offences 

Police Scotland can confirm two men,  

aged 44 and 21, have been arrested and charged 

in connection with drug offences as part of a joint 

operation with Merseyside Police. 

 

Officers executed a warrant at an address in 

Gardner Road Aberdeen on Friday 4 November 

2022 following an intelligence-led investigation. 

 

Quantities of crack cocaine, cocaine, 

diamorphine, cash and drug dealing paraphernalia 

were seized, with a combined estimated street 

value of £50,000. 

 

Detective Constable Karen Maxwell, North East 

Division CID, said: ’I would like to thank our 

colleagues at Merseyside Police for assisting with 

this operation. 

Our partnership approach shows our commitment 

to disrupting those involved in operating and 

profiting from the sale of illegal and harmful 

substances. We will continue to tackle the 

exploitation of vulnerable members of our 

communities in the North East of Scotland. 

 

Three men have been arrested and charged after 

cannabis was recovered from a property in 

Aberdeen, with an estimated street value of 

around £93,000. Officers carried out a drugs 

search warrant at the property in the Oldcroft 

Place area around 5pm on Friday 16 September.  

. 

The men – aged 26, 27 and 27 – were to appear 

at Aberdeen Sheriff Court on Saturday, 17 

September 2022.  

 

Detective Sergeant John Pirie said: ‘Drug misuse 

brings nothing but misery to our communities and 

I want to reassure the people of the North East 

that we will continue to use every tool and tactic at 

our disposal to remove these illegal substances 

from the community.’ 

 

Four men have been arrested and charged for 

drugs offences in Aberdeen. As part of an 

operation on Tuesday 13 September 2022 officers 

executed warrants in the Seaton, Tillydrone and 

Northfield areas of the city. Cocaine, diamorphine 

and cannabis worth £23,000 and in excess of 

£15,000 worth of cash was recovered. The four 

men aged, 35, 22, 20 and 18 were expected to 

appear at Aberdeen Sheriff Court on Wednesday, 

14 September, 2022. Detective Constable Mike 

Christiansen of North East CID said : ‘We remain 

committed to disrupting those involved in the sale 

and supply of controlled drugs within our local 

communities. I would like to pay thanks for the 

continued support and assistance provided by the 

public.’ 

 

Anyone with concerns about drug dealing in 

their communities can contact Police Scotland 

on 101 or if you wish to remain anonymous  

via Crimestoppers on 0800 555 111. 

 



Bicycle Security 

North East Crime Reduction had a busy day at 

Robert Gordon University, Aberdeen where they 

assisted Campus Cycling Officer, Manas Disoriya, 

with bike security marking whilst passing on bike 

and home security advice. 

 

Whether you have just purchased your first bike  

or are a seasoned cyclist it is worth investing in  

a good quality cycle specific lock to secure  

your bike. 

 

Thieves will routinely carry bolt croppers or even 

battery powered angle grinders and light weight, 

poor quality locks offer little resistance. Always 

buy the best quality lock you can afford and look 

out for those that have been endorsed as  

‘Sold Secure’ or ‘Secured by Design.’ 

 

It's not enough to simply lock your bicycle 

whenever it is left unattended for a longer period. 

Modern bikes are light and can be carried away 

quickly. Whether a bicycle stand, lamp post or 

metal fence: a bike must be locked to something 

and whatever you choose, it must be at least as 

secure as the lock itself. Ideally, use two different 

types of lock. 

 

The best place for your bike at night is a locked 

room, e.g. a cellar or garage, and it should always 

be secured with a bicycle lock; ideally combined 

with a ground anchor. If bicycles cannot be locked 

to something, for example in the hall or garage, 

simply lock several bikes together. 

 

Rogue Traders 

Police are encouraging residents in Aberdeen to 

remain vigilant following reports of rogue trader 

activity in the Mastrick area. Three males with 

Irish accents attended at an address in Mastrick in 

an open back white commercial vehicle and 

coerced a woman in her 60’s to have work done 

on her driveway. They carried out sub-standard 

work at an inflated price.  

 

North East Division Crime Reduction PC Irvine 

said ‘Rogue Traders usually cold-call, offering to 

make repairs or carry out work on your house, 

garden or driveway. In reality they charge inflated 

prices for shoddy or completely unnecessary 

work. We do not recommend dealing with cold-

callers for property maintenance and repairs to 

your home and garden. 

 

‘Be on your guard if someone turns up 

unexpectedly. Ask yourself if your premises or 

garden really require work to be carried out and 

remember if it sounds too good to be true it 

probably is. Be vigilant for vulnerable neighbours 

who may fall foul of these criminals. Don’t feel 

pressurised into agreeing immediately to work 

being carried out and never pay cash up front.’ 

 

Housebreakings, Dyce 

A 25-year-old man has been arrested and 

charged in connection with attempted 

housebreakings in Dyce. Police received reports 

of incidents in the Wellheads and Victoria Street 

areas. A report will be submitted to the Procurator 

Fiscal and the man is due to appear in court at a 

later date. 

 

Online Purchase Scams 

A number of North East residents have been 

‘scammed’ when buying and selling high value 

items online via social media markets in recent 

weeks. 

 

Genuine sellers are often contacted by scam 

'buyers' looking to purchase an item, often 

high value electronics or designer items. 

 

The 'buyer' sends the seller a FAKE image  

of a payment notice on their phone which 

fraudulently confirms payment. This could  

be from a site such as PayPal. 

 

No money has actually been transferred  

and the seller has become a victim of fraud. 

 

People are often enticed by high value items 

being sold at ‘bargain’ prices. This involves 

the scammer being shown a FAKE proof of 

postage, in order for you to send money, 

however the goods never arrive. 

 

Always check you have received payment using 

your own device prior to handing items over and 

do not be pressured into giving items without 

receiving the money. Where possible, meet the 

seller in person in a busy public place, before 

exchanging goods or money. Be suspicious of all 

‘too good to be true’ offers and deals. Never send 

money to anyone you don’t know or trust, whether 

in the UK or abroad, or use methods of payment 

you’re not comfortable with. 

 

 



Cyber-Enabled Fraud 

Officers from Police Scotland have arrested and 

charged a man after an 89-year-old man from 

Aberdeen was the victim of cyber-enabled fraud in 

May 2022. 

 

The man, aged 46 and from the London area, will 

be reported to the Procurator Fiscal and is 

expected to appear at Aberdeen Sheriff Court at a 

later date. 

 

This follows an investigation by North East 

Division’s Cyber-Enabled Crime Team. 

Detective Sergeant David Williamson ‘We treat all 

reports of cyber-enabled fraud with the utmost 

seriousness and recognise the impact that 

financially-motivated crime has on our 

communities. Organised crime groups use 

technology to target and exploit vulnerable 

individuals in their own homes, however by 

working with law enforcement partners across the 

UK, we aim to disrupt these activities.’ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Property Theft from Vehicles 

Officers are asking residents in Aberdeen and 

across the North East to be vigilant following 

recent incidents of vehicles being entered and 

stolen or property stolen from within. North East 

Crime Reduction Officer, Constable Russell said : 

‘It sounds simple but always remember to lock 

your car. This is the simplest way to keep your car 

safe. Get into the habit of locking the car every 

time you leave it and ensuring your windows are 

closed. 

 

Never leave items on show as an invitation – any 

valuables should be removed from the vehicle or 

placed in the boot. Keys and ignition fobs should 

be kept safe and out of sight and reach –  

a common way to steal a car or van is to take the 

keys or ignition fob, either when left in the vehicle 

or from your home. Don’t leave them in the lock of 

your front door, within reach of the letterbox or on 

the kitchen counter.’ 

 

Vehicles fitted with a smart or passive key  

(a contactless key) can be susceptible to a 

type of theft called ‘Relay Theft.’ 

 

There are a wide range of electronic devices, 

key cloning devices and other tools that can 

be used by opportunist thieves and criminal 

gangs to target your vehicle. 

 

There are a number of preventative measures 

you can take to prevent this type of theft: 

 

Store your keys in a security pouch. Security 

pouches are sometimes termed Faraday bags 

or RFID signal Fob Blocker/shields, these 

pouches will prevent the signal from your 

vehicle from being captured using electronic 

devices. 

 

Don't leave keys by the door - grabbing the 

signal will be easier for the thieves if the keys 

are near the front door. 

 



Scam Update #5 

Mule accounts 

Mule accounts occur when people are persuaded to unwittingly 
launder money and are known as 'money mules.’  

Criminals look to dupe people into laundering money on their 
behalf.  

They do these in a number of ways - 

 

Advertising what looks like a legitimate job 

where you are managing finance, or ‘make 

money working from home’. 

 

A friend asking you to deposit money at your 

bank and transfer it for them (they’ll claim 

their own account is blocked). 

 

 

 

Or someone asking you to bank a cheque and 

then give or transfer them the cash. 

 

You may be asked to receive money into your 

account only to withdraw those funds and 

send it on. Some fraudsters may even offer 

that you keep some of the funds as a 

commission or thank you. 

Be aware that 

 

Criminals normally approach you through social media  

 

The money you’re asked to transfer is normally stolen or the proceeds of crime 

handling this money could result in criminal prosecution 

 

Your accounts could be frozen and potentially closed 

 

Wages kept by you as part of the transfer will be recovered from your account,  

and you may be liable for the full value of the funds you received 

 

Details of your involvement may be shared with other banks, making the opening of another 

bank account difficult. 



Scam Update #6 

SIM swapping 

SIM swapping happens when fraudsters ask their victims' 

mobile phone operator to issue a new SIM card so that they 

can access mobile banking messages. The victim’s SIM card 

is deactivated and the messages are instead received on the 

fraudster’s device. Fraudsters often obtain the details required 

about the victim’s mobile phone through phishing. 

Many banks have developed SIM swapping 

detection technology, but customers should 

be aware of any issues with their mobile 

phone which could be related to SIM 

swapping. 

 

The warning signs are: 

Receiving an unexpected text message 

advising that your SIM is transferring 

 

 

Losing network connection for an unusual 

length of time in a place where you would 

normally have a connection 

 

Your phone showing the message ‘invalid 

SIM’ or ‘no SIM.’ 

 

If you think any of the above has happened 

with your phone please contact your mobile 

phone service provider immediately using the 

number displayed on their website. 

 

How to protect yourself 

 

Set a secure password with all phone service providers 

 

Dispose of your phone bills securely 

 

Keep your phone switched on at all times – this way you’ll notice if it’s not working. 



Keeping Our Communities in the North East Safe 

Police Scotland's North East Division 

covers rural and urban areas in 

Moray, Aberdeenshire and Aberdeen 

City. The division has five territorial 

command areas which have their own 

dedicated Area Commander, who is 

responsible for the daily policing 

function. Each command area is 

served by a number of community 

policing teams whose activities are 

built around the needs of the local 

community. These teams respond to 

local calls and look for long term 

solutions to key issues. They are 

assisted by the division's Crime 

Reduction Unit who deliver against 

Force and local priorities in a number 

of areas, including physical and social 

crime prevention, supporting and 

enhancing community engagement 

and creating and sustaining strong 

and effective partnership working. 

 

Website 

www.scotland.police.uk 

 

Twitter 

www.twitter.com/NorthEPolice 

 

Facebook 

www.facebook.com/

NorthEastPoliceDivision 

Moray (Keith) 

PC Richard Russell  

Richard.russell@scotland.police.uk 

 

Aberdeenshire (Stonehaven) 

PC Mike Urquhart 

Michael.urquhart@scotland.police.uk 

Aberdeen City (Nigg) 

PC Mark Irvine 

Mark.irvine@scotland.police.uk 

 

Wildlife Crime Officer (Keith) 

PC Hannah Corbett 

Hannah.corbett@scotland.police.uk 

North East Division Crime Reduction Team 
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